
 
  

Kitu Systems provides an end-to-end 

DER communication portfolio enabling 

secure coordination at scale of 

distributed energy resources. 

Kitu Citadel is a communication server 

designed to interface grid management 

systems (e.g. DERMS) with up to millions 

of devices connected either directly or 

through an aggregator. 

Kitu Citadel allows utilities to maximize 

DER value to the grid by setting different 

smart inverter behaviors based on their 

location in the grid topology and based 

on varying grid conditions (time of day, 

seasonal changes). 

 

 Connect all DERs and 
aggregators in your territory 
over the IEEE 2030.5 protocol 
 

 Input and navigate your grid 
topology down to service access 
points and smart inverters 
 

 Collect and visualize metrology 
data for connected devices 
 

 Define, schedule, dispatch, and 
verify DER controls, adjusting 
inverter behavior at individual 
level or group level based on 
your topology 

Information Technology Solutions 

The proliferation of Distributed Energy 

Resources (DERs) such as electric 

vehicles (EV), solar photovoltaics (PV) and 

battery energy storage systems (ESS) 

present a challenge and an opportunity 

for utilities. 

If left unchecked, it can lead to grid 

reliability and stability issues, related to 

thermal violations, impact of bi-

directional power flow, or poor power 

quality. 

However, if properly coordinated, DERs 

can instead be beneficial, providing 

valuable grid services such as capacity 

deferral, voltage support, microgrid 

resiliency and back-tie reliability.  

 

SECURITY 
As a critical component 

of a utility back office 

infrastructure, Citadel is 

designed from the 

ground up to provide 

secure operation and 

secure connectivity 

 

SCALABILITY 
Citadel can scale from 

a handful of connected 

devices and topology 

nodes to millions of 

DERS connected 

directly or through 

aggregators 

 

SEAMLESS 
DEPLOYMENT 
Citadel provides a 

RESTful API for easy 

integration with DERMS 

or can be run 

standalone for manual 

control; Citadel can be 

run on a physical server 

or as a service from a 

secure cloud 

CITADEL™ DER COMMUNICATION SERVER 
Connecting Intelligent Energy 



 

Topology 
Create or import nodes, manage hierarchy 
Create, import, modify or delete DER devices 
Create, import or delete DER aggregators 

Device Readings 

Function set requirements 
- Device capabilities 
- Time 
- Function Set Assignments 
- DER metrology and status 
- Subscription / notifications 
- Event log 

ACLs Manage access control lists to ensure devices and aggregators 
only access authorized resources 

DER Controls 
Create or cancel controls (scheduling, duration, topology node, 
immediate control values, list of curves) 
Create or delete curves (Volt/Var, Frequency/Watt, Volt/Watt, 
Watt/Power factor, voltage ride-through) 

Administration Logging 
Database management 

Northgate API REST interface over HTTPS 

Portal Web-based graphical user interface 
User access control 

  

     

    

    

     

  

 

  

      

     

    

    

    

      

     

  

 

  

Tincidunt ut laoreet dolore 

magna aliquam erat volut pat.  

Ut wisi enim ad minim veniam, 

quis exerci tation ullamcorper 

cipit lobortis nisl ut aliquip ex. 

 

For more information on any of 

our products or services please 

visit us on the Web at: 

www.yourwebsitehere.com Product description 

Citadel supports an IEEE 2030.5 interface to DER devices and aggregators and an 

interface to management systems. Citadel provides an API called NorthGate for 

integration with management systems and to enable an optional graphical user 

interface. 

Citadel implements IEEE 2030.5-2018 and supports all the functionalities required in 

the Common Smart Inverter Profile Implementation Guide (CSIP guide v2.1) for 

California. 

Citadel operates over a nodeJS environment and supports SQL databases. 

Kitu Systems 
3760 Convoy Street, Suite 230 

San Diego, CA 92111 
Phone 833-243-5488 

Fax 619-569-2208 
http://www.kitu.io 

SERVICES 
Kitu Systems 
provides professional 
services to securely 
deploy and integrate 
Citadel in your back 
office.  Kitu Systems 
is working with 
DERMS providers to 
validate 
interoperability over 
NorthGate API 
 

TESTING TOOLS 
Kitu Systems 
provides assistance 
for system testing as 
well as tools that can 
simulate up to 
millions of inverters  
 

CITADEL PORTAL 
Sourcing and 
deploying a DERMS 
is complex, expensive 
and takes time.  The 
Citadel portal allows 
to manually define 
and dispatch controls 
right away, which can 
rapidly improve your 
grid 
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